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Introduction to Security Mindset

Basic Security

- Encoding, Encryption, Hash

- Public / Private Key

- Basic HTTP Protocol

- Cookies, Session, CORS

- Web Application Common

Vulnerabilities and Mitigations

Wn 10 w9l
OWASP Top 10

Modern Auth & Data Protection

ANSUUTENIUDIMNTNASIUY
SonarQube Enterprise Edition Overview

Taint Analysis & Custom Secret
Detection

Pipeline Integration & Merge Prevention

Wn 10 w9l
Security & Regulatory Reports
Hands-on Workshop: Source Code

Remediation

Q&A
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0 nmsuedssuanuUasnieuas Web Application
A1 OWASP Top 10

O Fogretedlud @uvn HANTENU LATUUININARAILIADS
Tutunouiaun

O naln Hashing dususianiu

o lassadiaznislgau JWT agreuaonsis uaziuifn
OAuth 2

AMNTINANUAINTOTEAU Enterprise U 115318914
Security-issue gl GitHub wag GitLab

N3l Taint analysis LATIzAYBLWI Injection waZAMUA
Custom secret-detection rules \iedusiaduvatasing
FRdousteiu Pipeline, N13%s Quality-gate uazuden PR
laiuinaust (Merge prevention)

N53eNeeLANNUaaRiEn1NINIEIU PCI DSS, OWASP
ASVS, OWASP Top 10, CWE Top 25, STIG iag CASA nsay
Audit logs

VAOIHANTARNUNTIATIZANE NG
wazuiluresalfneds (Code Remediation) liudouly
Quality Gate
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Secure Architecture & API Design
(Standalone)
Threat Modeling Fundamentals
N 10 W19l
Manual Code Review & Secure Checklist
Password Hashing
WnSUUTEMUBINITNANSTY

Workshop: Manual Code Audit

Code Secure with Al Agent

SonarQube Advanced Security Overview
Wn 10 u9l

Advanced SAST Capabilities

Software Composition Analysis (SCA) &

Use Cases

Q&A
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SoudnszuIunsdnaeEnIunTallarAUMAAEES (Threat
Modeling) nouLssLTeulAn

wmalansasadeulAnmea1sni (Manual Review)
miﬁumﬁméauﬁLﬂ%ladﬁaé'miuﬁaawum%’m Lagn1sas1e
Checklist

NANANSIALAUTHANUME Hash way Salt; n5iden
Algorithm Fuvmnzau Wy bcrypt, scrypt 38 Argon2;
LUINIRTIIdRUSHARIULAZNSWENE IR liUaonsy

AanssunguilnInsenYedniain Use Cases LOaUUIAn

unumveslyanusehvg (Al-assisted coding)
Tursasmsnauwenawisadelm uazuuimieiuile
Fuanudaslls fumdou Al
wuzihilleesaiulasunuudyanlydng (Paid add-on)
Fsovonanulasadelidmingania Enterprise Edition

1A1EANAUANLNTOUDY Advanced SAST
Tuﬂﬂiﬁuu’lLLaﬁlm']sﬁﬁdaﬂmﬁﬁmm%’u%’augﬂuszﬁ”u
Source Code

A5y SCA AATIEvdIUUTENOULDNALIS
Weudmsdanisanudesann Open-source libraries
N5ouENAIBYN Use cases 9391USEAUBIANS
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